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■ Rapidly evolving cyberthreat landscape
Cybersecurity and cyberattacks are no longer emerging 
issues. Over the past three to fi ve years, the complexity of 
cyberthreats has increased dramatically, and the nature of 
cyberattacks has evolved from the theft of fi nancial data 
and intellectual property to include recent destructive 
attacks. Organizations now face increasingly sophisticat-
ed attacks from adversaries using multiple threat vectors 
and cunning strategies to penetrate the security perimeter.

Although the 2008 TJX data breach has long been 
assumed to be the turning point in board of directors’ 
awareness of cybersecurity, it took the 2013 Target breach to 
have an impact on the boards’ agenda. Faced with the pos-
sibility of loss of data and intellectual property, decreased 
shareholder value, regulatory inquiries and litigations, and 
damaged reputations, boards are realizing that cybersecu-
rity is no longer just an IT issue but one of strategic risk.

Corporate directors understand that they must become 
more involved in addressing cyber risks; however, cyber-
security is a new and highly technical area that leaves 
many corporate boards uncertain as to how to proceed. 
Research from the Ponemon Institute reveals that 67 per-
cent of board members have only some knowledge 
(41 percent) or minimal to no knowledge about cybersecu-
rity (26 percent). Although board members realize that 
they need to invest in cybersecurity, such a lack of knowl-
edge is affecting their ability to respond to cybersecurity 
risk and provide proper oversight.

■ Understand the adversaries
Cybercrime is big business, and sophisticated cyber 
criminals are playing for high stakes. However, motiva-
tions among the groups may differ:

 � Hacktivists often seek to damage the reputation of an 
organization and cause disruptions.

Fidelis Cybersecurity – Jim Jaeger, Chief Cyber Strategist

Detection, analysis, and 
understanding of threat vectors
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 � Organized cyber criminals include 
international crime syndicates targeting 
organizations largely in the fi nancial 
services and retail industries for fi nancial 
gain. Although there are a number of 
players, this arena is dominated by 
loosely knit teams of attackers located in 
Eastern Europe.

 � State-sponsored espionage threat actors 
deploy targeted malware in stealthy, 
multi-stage attacks, sometimes called 
advanced persistent threats (APT), 
targeting intellectual property. At risk is 
anything that may be of value, including 
business plans and contracts; trading 
algorithms; product designs and business 
processes; trade secrets; client data; lists 
of employees, customers, and suppliers; 
and even employee log-on credentials.

As attackers have sharpened their skills and 
expanded their techniques over the last 

couple of years, organizations are now fac-
ing a new challenge. Cybercrime has 
advanced to include cyber warfare and cyber 
terrorism as nation-state actors have moved 
from disruptive to destructive attacks.

Experts predict that cyberattacks will 
intensify as cyber criminals accelerate their 
activities. Organizations face a world of 
continuous compromise. It is no longer a 
question of whether the company will be 
breached, but when. Ponemon research, 
however, shows that board members gener-
ally lack knowledge about cybersecurity 
breach activity within their organizations. 
One in fi ve, for example, was unaware if the 
organization had been breached in the 
recent past.

Although larger organizations are gener-
ally able to recover from a signifi cant breach, 
providing that negligence is not a factor and 
excessive liability is avoided, sustaining 
operations over the course of two or more 

Blurring lines of attack
It used to be that the tactics employed by Eastern European cyber criminals were relatively 
unique compared with those used by hackers deploying state-sponsored APT attacks to target 
intellectual property. Cybercrime experts are now seeing a blurring of the lines of attack, which 
has caused some forensics teams to misidentify the adversary. For example, researchers from 
two forensics fi rms investigated an attack on a global credit card processor for two months 
without success, convinced that it was an APT attack. It wasn’t until the fi rm brought in a new 
forensics team that they were able to identify the attack as originating from Eastern Europe 
and stop the breach.

Corporate espionage leads to company downfall
Cyberattacks aimed at stealing intellectual property can put a company out of business. A 
classic example involves Nortel, a telecommunications giant that was the victim of a decade-
long low and slow attack wherein hackers used seven stolen passwords to extract research, 
business plans, technical papers, corporate emails, and other sensitive data. The attack was 
discovered by an employee who noticed unusual downloads that appeared to have been 
made by a senior executive. The company changed the compromised passwords but did 
little else beyond conducting a six-month investigation that yielded nothing. In the follow-
ing years, the company reportedly ignored recommendations to improve network security. 
Analysts speculate that the extensive cyberattacks on the technology company ultimately 
contributed to its downfall. The company continued to lose ground to overseas competitors 
and ultimately declared bankruptcy.
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extended breaches would be considered a 
huge challenge. Clearly, cybersecurity has 
become an increasingly challenging risk that 
demands both corporate management and 
board attention. To provide the proper risk 
oversight, the C-level leaders and board 
members are advised to work closely with IT 
security leaders to examine the threat envi-
ronment and how adversaries are attacking 
peer organizations.

■ Understand the threat vectors
The fast pace of cloud, mobile, virtualization, 
and emerging technologies present opportu-
nities to gain operational effi ciencies, deploy 
innovative business models, and create new 
markets. However, as companies increasing-
ly digitize valuable assets and move opera-
tions online, the risk of cyberthreats grows 
even greater. In today’s digital world, 
employees are increasingly interconnected 
and leverage a variety of mobile devices, 
applications, and cloud platforms to conduct 
business in the offi ce, at home, and “on-the-
go.” Mobile applications, email, WiFi net-
works, and social media sites are just some of 
the vulnerable access points that attackers 
seek to exploit.

Not only are employees increasingly inter-
connected, but organizations are as well. 
Boards and corporate management must 
consider the extended attack surface and the 
potential security risks associated with third 
parties such as suppliers, transaction proces-
sors, affi liates, and even customers. Not to be 
overlooked are law fi rm partners, as they 
hold data relating to an organization’s confi -
dential operations and trade secrets.

Internal employees present at least as big 
an exposure for companies as do external 
attacks. There is increasing recognition that 
the activity of employees with privileged 
access and administrative rights must be 
monitored, controlled, and audited. Part of 
the concern is not necessarily that the 
employees go rogue and become insider 
threats, which certainly has to be considered, 
but that hackers target the credentials of sys-
tem administrators because they grant unfet-
tered system access. To guard against the use 
of compromised credentials, organizations 
should implement the concept of least privi-
lege for employee digital rights, especially 
for those with administrative rights.

Determined attackers use a variety of 
approaches to exploit system vulnerabilities 
and penetrate virtually all of a company’s 
perimeter defense systems. Threat vectors 
used to compromise an organization can 
include network intrusions, compromised 
websites and web applications, malware, 
targeted “spear phishing” and other email 
attacks, Trojans, zero-day exploits, social 
engineering tactics, and privilege misuse. 
This dynamic nature of the cyberthreats 
presents ongoing challenges to companies 
and boards as every possible threat vector 
must be addressed.

■ Detect advanced threats
Like any business risk, cybersecurity risk 
must be calculated and then mitigated 
through the use of specifi c types of controls, 
such as fi rewall, antivirus, intrusion detec-
tion, and other similar solutions. However, 
no network is so secure that hackers won’t 

Questions to ask about risk
 � Who are our most likely intruders?
 � What is the biggest weakness in our IT systems?
 � What are our most critical and valued data assets? Where are they located?
 � Do we consider external and internal threats when planning cybersecurity programs?
 � Do our vendor partners have adequate security measures? Do we have suffi cient 
contractual clauses regarding such security?

 � What are best practices for cybersecurity? Where do our practices differ?
 � Have we created an incident response plan?
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fi nd their way in. Once in, they can go for 
months, even years, without detection. 
Because deeply embedded hackers can be 
extremely diffi cult to eradicate, the challenge 
is to detect these threats as soon as possible. 
Unfortunately, organizations are hard 
pressed to match resources with cyber crimi-
nals. Similar to a game of “whack-a-mole,” 
once organizations get on top of one type of 
attack, the cyber criminals simply evolve 
their tactics.

A solid cybersecurity governance pro-
gram is vital to getting ahead of cybercrime. 
Unfortunately, there is a gap in the percep-
tion of governance effectiveness between 
board members and security professionals.

Ponemon research indicates that 59 per-
cent of board members believe the corpora-
tions’ cybersecurity governance practices 
are very effective, whereas only 18 percent 
of security professionals believe so. This 
gap in perspective has to be closed if organ-
izations are to improve their ability to face 
increasingly stealthy and sophisticated 
cyber risks.

■ Robust, constant monitoring is key to detection
The saying, “You don’t know what you don’t 
know” is especially true in cybersecurity. 
Robust, constant network monitoring is vital 
to uncovering threats. Any number of solu-
tions are available that enable organizations 
to monitor network activity. Because the vol-
ume of network traffi c combined with 
increasingly complex networks defi es manual 
threat analysis, many organizations often rely 

on the automated threat-detection capabili-
ties of numerous disparate solutions. 
However, this overreliance on technology 
alone to address security threats can cause 
organizations to lose sight of the bigger threat 
picture.

Organizations also jeopardize their ability 
to detect advanced threats through a failure 
to fully integrate the security solutions into 
the entire network defense infrastructure. 
Often security technologies are deployed 
with default settings, resulting in many false-
positive alerts. Many times organizations 
overlook the human element. Organizations 
can’t depend on technology alone to defend 
networks. Detecting advanced threats 
requires a risk management program that 
includes technology, people, and processes. 
Board members should ensure that security 
budgets include funding for security experts 
who can understand the risk, interpret the 
alerts, and act on the intelligence.

■ Anticipate attacks
Today’s threat actors conduct detailed recon-
naissance and develop custom malware in 
an effort to penetrate networks. It’s diffi cult 
to know when an attack will happen. A 
dynamic threat intelligence capability helps 
to ensure that organizations can anticipate 
breaches before they occur and adjust their 
defensive strategies.

Widespread sharing of threat intelli-
gence among security professionals can 
empower organizations to detect threats 
more effi ciently and effectively and avoid 

Dismissed security alerts lead to massive breach
A large retailer became the victim of a major data breach. The retailer had invested hundreds 
of millions of dollars in data security, had a robust monitoring system in place, and had been 
certifi ed as PCI compliant. Despite the investment, the company failed to completely deploy 
and tune the monitoring system. The system could have been confi gured to remove malware 
automatically, but because the software was new and untested, the feature was deactivated. 
A small amount of hacker activity was surfaced to the security team, evaluated, and acted on; 
however, the team determined it didn’t warrant further investigation. Several subsequent 
alerts were either ignored or lost in the noise of hundreds of false-positive alerts. It wasn’t 
until the Department of Justice warned the company about suspicious activity that the retailer 
began investigating the activity.
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cyber attacks. At one end of the threat intel-
ligence spectrum are indicators of compro-
mise (IOC). Integrated from several sources 
and typically shared through an automat-
ed, continuous, real-time threat intelligence 
data stream, IOCs provide information on 
malicious code and malicious web pages 
that hackers are using.

At the other end of the threat intelligence 
spectrum are threat advisories, which pro-
vide big picture analysis of current security 
issues posing risks to enterprises. Such advi-
sories typically feature an overview of the 
threat, a risk assessment, indicators, and 
mitigation strategies.

■ Build board cyber literacy
As boards become more involved in cyberse-
curity, they should address cybersecurity 
risk as they would other types of business 
risk. To be effective in leading their organiza-
tions with the right knowledge, oversight, 
and actions, boards need a base level of 
understanding of cybersecurity risks facing 
the organization. However, organizations 
are challenged with what is the best way to 
build this board cyber literacy.

Many boards already have some form of 
oversight when it comes to cyber exposure, 
generally in the audit committee or risk 
committees specifi cally tasked with enter-
prise IT security and emerging risks. To 
gain a deeper understanding of the relevant 
issues surrounding cyber risk, some organi-
zations are adding cyber expertise directly 
to the board via the recruitment of new 
directors. However, because nominating 
and governance committees must balance 
many factors in fi lling board vacancies, 
there is a concern that it may take a long 
time for boards to achieve the proper board 
composition.

In addition to board composition, direc-
tors point to a lack of available time on the 
agenda to discuss cybersecurity as a road-
block in becoming cyber literate. Although 
board members are not expected to be cyber-
security experts, they need access to exper-
tise to help inform boardroom discussions. 
Ways to bring knowledgeable perspectives 

on cybersecurity matters into the boardroom 
include the following:

 � Periodic briefings from in-house 
specialists

 � “Deep dive” briefi ngs from third-party 
experts, including cybersecurity fi rms, 
government agencies, and industry 
associations

 � Guidance from the board’s existing 
external auditors and outside counsel, 
who will have a multi-client and industry-
wide perspective on cyber risk trends 
and how the organizations’ cyber defense 
program compares with others in the 
industry

 � Director education programs, whether 
provided in house or externally

 � Periodic exercise of the incident response 
plan to include board members.

■ Empower the chief information security 
offi cer

Boards have a responsibility to manage 
cyber risks as thoroughly as possible. One 
critical element in providing effective over-
sight is to empower the chief information 
security offi cer (CISO) to drive security 
throughout the organization. In many organ-
izations the CISO’s role is subordinate to 
that of the chief information offi cer (CIO). 
Directors should be mindful that the agenda 
of the CIO is sometimes in confl ict with that 
of the CISO. Whereas the CISO is focused on 
data and network security, the CIO is focused 
on supporting business processes with 
applications and networks that have high 
availability.

Recognizing that business strategies that 
lack a security component increase vulner-
abilities and place the organization at risk, 
the CISO must have a strong, independent 
voice within the organization. To accom-
plish this, the board must ensure that the 
CISO is reporting at the appropriate levels 
within the organization. Although there is 
no single right answer, the trend has been 
to migrate reporting lines to other offi cers, 
including the general counsel, the chief 
operating offi cer, the chief risk offi cer, or 
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even the chief executive offi cer, depending 
on the industry, size, and scope of the com-
pany, and the organization’s dependency 
on technology.

■ Conclusion
The threat landscape is rapidly evolving as 
well-funded cyber criminals continue to 
launch increasingly sophisticated attacks 
through multiple threat vectors. Cybersecurity 
will continue to pose a serious risk that will 
demand corporate management and board 
attention and oversight. Boards that fail to 
actively measure and continuously monitor 

cybersecurity as part of the organization’s 
strategy will leave their fi rms open to signifi -
cant fi nancial, reputational, and competitive 
risk.

The overwhelming number of cyber inci-
dents has forced board members to become 
more involved in cybersecurity, which is as it 
should be. However, to be effective, much 
education is still needed. Board members 
don’t need to be cyber experts, but they 
should have a thorough knowledge of the 
risks their organization faces and provide 
the support needed to the IT security profes-
sionals to protect against those risks.

Questions to ask about cyber literacy and CISO empowerment
 � Are we considering cybersecurity aspects of our major business decisions, such as 
mergers and acquisitions, partnerships, and new product launches?

 � Are we allocating enough time for cybersecurity on the board agenda?
 � Are we continuously monitoring and regularly reporting on governance compliance, 
maturity level, progress of information security, and data privacy projects and 
activities, as well as the status of incidents, risks, and issues within the organization? 
Are they used for active oversight?

 � Do we have clear lines of accountability and responsibility for cybersecurity?
 � Is the information security management function organizationally positioned at the 
appropriate level to effectively implement policies?

 � Is the cybersecurity budget adequate? Are we investing enough so that we are not an 
easy target for a determined hacker?



 7 ■

 DETECTION, ANALYSIS, AND UNDERSTANDING OF THREAT VECTORS  

Fidelis Cybersecurity
4416 East West Highway
Suite 310
Bethesda, Maryland 20814
Tel 1 800 652 4020 or +1 617 275 8800
Web www.fi delissecurity.com

JIM JAEGER
Chief Cyber Strategist
Email jim.jaeger@fi delissecurity.com

Jim Jaeger serves as Chief Cyber Strategist 
for Fidelis Cybersecurity, responsible for 
developing and evolving the company’s 
cyber services strategy while synchronizing 
it with product strategy. Mr. Jaeger previ-
ously managed the Network Defense and 
Forensics business area at Fidelis, including 
the Digital Forensics Lab. He also held lead-
ership roles for a wide range of cyber pro-
grams, including General Dynamics’ support 
for the DoD Cyber Crime Center, the Defense 
Computer Forensics Lab, and the Defense 
Cyber Crime Institute.

Mr. Jaeger is a former Brigadier General 
in the United States Air Force. His military 
service includes stints as Director of 
Intelligence for the U.S. Atlantic Command, 
Assistant Deputy Director of Operations 
at the National Security Agency, and 
Commander of the Air Force Technical 
Applications Center. Mr. Jaeger frequently 
advises organizations on strategies to 
mitigate damage caused by network 
breaches and prevent their reoccurrence. 
He also presents on Large Scale Breach 
“Lessons Learned” at cyber symposiums 
worldwide.


