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When a data breach occurs, directors and C-level execu-
tives must be ready with an incident response and reme-
diation plan to minimize the damage, limit the company’s 
liability and exposure, and help the company resume nor-
mal operations as quickly as possible. Incident response 
preparedness, however, varies greatly. Although some 
organizations are well prepared, sometimes even compa-
nies that have invested millions of dollars on preventive 
and detection systems fall short in responding to and reme-
diating data breaches. Frequently, it’s because the organiza-
tion hasn’t fully developed the relationships and processes 
necessary for rapid and coordinated response.

Companies that have been compromised must act 
quickly to investigate and remediate the breach while 
preserving all electronic evidence. Ascertaining what data 
were lost, destroyed, or stolen is paramount because it 
enables companies to determine their risk exposure and 
potential liability. Beyond digital forensic preservation, 
investigation, and containment, the complexities of breach 
remediation require notifi cation of a broad range of third 
parties and engagement with law enforcement. By engag-
ing breach resolution experts that provide forensics 
services, litigation support, and crisis communications, 
organizations can more effectively combat today’s sophis-
ticated cyberthreats.

■ Assemble a cross-functional response team
Effective investigation and remediation of a data breach 
requires an understanding of the cyber adversary and 
specialized forensic skills that most IT staffs lack. When a 
company that does not have its own internal security 
team experiences a cyberattack, it is vital that the fi rm hire 
experts who are experienced in digital forensics, incident 
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response, and remediation. Engaging an 
independent and impartial breach response 
fi rm:

 � provides the technological expertise and 
industry knowledge to fully remediate 
the incident

 � ensures integrity in incident response and 
creates a defensible record of investigation 
and remediation

 � enables the organization to maintain and 
secure attorney-client privilege for the 
reports and other investigative documents.

Breach response also requires that an organi-
zation have a well-prepared internal inci-
dent response team. Companies that suffer a 
breach without having established such a 
team often waste valuable time trying to get 
organized and assign responsibilities, stall-
ing the breach remediation process. The 
team should include representatives from IT, 
security, legal, compliance, communications, 
risk management, and affected business 
units. In addition, it is important to involve 
a member from the executive leadership 
team to ensure that business considerations 
are addressed and to maintain the remedia-
tion momentum by ensuring rapid approval 
on courses of action when needed.

■ Engage outside legal counsel
The legal ramifi cations of a data breach can 
be devastating, ranging from litigation and 
regulatory investigations to civil liabilities 
effects that may include shareholder and 
customer-driven lawsuits. Because inside 
counsel lacks the specialized cyber exper-
tise that is needed for effective breach 
response, it’s vital that an organization 
identify, vet, and retain outside counsel that 
has the ability to respond on a moment’s 
notice. The benefi ts of outside counsel 
include the following:

 � specialized skillsets: cyberattack 
investigations require a team of lawyers 
with regulatory, data-breach response, 
privacy, litigation, and eDiscovery 
expertise; outside counsel brings the 

specialized skills and credentials that 
internal teams lack

 � law enforcement liaison: serves as liaison 
with law enforcement, such as the Secret 
Service, Federal Bureau of Investigation, 
and Department of Justice

 � attorney-client privilege: engaging 
outside counsel secures the privilege 
needed to protect internal communications 
from discovery by any opposing party 
during pretrial investigation and from 
being used as evidence in a trial; also, 
invoked privilege allows the forensic 
company to report breach results directly 
to the law fi rm

 � leadership advice: leadership of any 
organization falling victim to a data breach 
instinctively seeks to minimize costs and 
take shortcuts in incident response; by 
quarterbacking the investigation and 
remediation, outside counsel often proves 
invaluable in providing a strategy and 
helping C-level leadership and directors 
to hold themselves to the course of action.

■ Control breach communications
Ultimately, all communications about the 
breach have the potential to leave an organi-
zation open to legal liability. Outside breach 
counsel should therefore oversee all breach 
communications. This includes facilitating 
conversations between members of the inci-
dent response team and organizing external 
communications.

Internally, getting the right information to 
the right people at the right time can make or 
break breach incident response efforts. When 
members of the response team are working 
with incomplete, inaccurate, or different sets 
of information, it can lead to costly ineffi -
ciencies, delays, and errors in breach 
response. Outside counsel is well positioned 
to know the types of conversations that must 
happen between incident response team 
members to keep efforts on track. Similarly, 
breach counsel knows what hazards are 
likely to arise with external communications.

It is also vital that organizations engage a 
crisis communications fi rm to handle all 
external communications. Because such 
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communications have either positive or neg-
ative lingering effects, it’s important that all 
communications be carefully composed and 
carry the right tone.

Just as important, there is nothing worse 
than having to publically recant information. 
In deciding whether to release a statement, 
organizations should consider the following:

 � Is there accurate information to report? 
Executives, feeling pressure to go public, 
may disclose key facts only to retract 
the statement at a later date. Waiting 
until a report from an external forensic 
response fi rm has been reviewed can 
help organizations maintain accurate 
communications.

 � Is disclosure within a specifi c timeframe 
required? Timing of disclosures often 
is dictated by statutory and regulatory 
requirements. Several state breach laws, 
for example, require notifi cation upon 
discovery or without reasonable delay. 
Here, outside counsel often can be 
invaluable in providing justifi cation to 
delay an announcement until the facts 
are solid.

 � Has the incident been leaked? However 
it occurs, leaks by journalists or postings 
in the blogosphere can accelerate 
a company’s disclosure timeline. It is 
critical that fi rms experiencing a breach 

prepare and pre-coordinate a contingency 
announcement in case their hand is 
forced. Crisis communications fi rms also 
have the media relationships that can 
enable the rapid response necessary in 
these situations.

■ Partner with law enforcement and seek their 
assistance

Seeking assistance from law enforcement 
can be extremely valuable in data breach 
investigations because these agencies are 
continuously following the digital trail of 
cybercrime. Law enforcement can play a 
vital role in providing indicators of compro-
mise (IOCs) observed in similar breaches 
that may be linked, thus providing the inci-
dent response and forensic team with key 
data to search for and fi ll in missing pieces in 
the breach investigation. Attributing a single 
breach to a specifi c attacker or hacker organ-
ization is often diffi cult, but when you look 
at the IOCs provided by law enforcement 
across multiple hacks, this task often 
becomes much easier.

Involving law enforcement is also prudent 
in that cyber criminals routinely hide behind 
borders, and bringing them to justice remains 
a challenge. The U.S. government is increas-
ingly partnering with foreign governments 
and international law enforcement agencies 
in efforts to prosecute malware creators and 

Vetted investigation report vital to external communications
When faced with a data breach, the instinct is often to go public as quickly as possible to get 
ahead of the situation. However, to avoid public announcements backfi ring and making an 
already bad situation worse, leadership would do well to wait for confi rmation of breach 
status from the incident response team. On occasion, they even get to give their client good 
news. Case-in-point is a large blood donor system involving multiple hospitals and universi-
ties. The organization was maintaining a database of 90,000 donors when it noticed indications 
of hacker activity in the network.

Already under media pressure for physical loss of sensitive data, leadership was under-
standably concerned about reducing negative publicity by being proactive in its communica-
tions. They agreed to give the response team the time needed to conduct an investigation, 
and fortunately so. It was determined that the indicators were actually false-positive alerts. 
By synching the communication cycle with the progress of the investigation, the organization 
was able to avoid falsely alerting 90,000 donors that their data was at risk.
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those who are engaged in cybercrime. If there 
is any indication that the investigation may 
have an international aspect, federal law 
enforcement may be able to expedite the 
investigation. Law enforcement’s expertise in 
gathering evidence and conducting forensic 
analysis can be leveraged to ensure that the 
data can be used in future court proceedings. 
Also, in some cases, organizations may be 
able to delay notifi cation requirements if it 
would impede or interfere with a law enforce-
ment investigation.

■ Alert industry regulators
Threat actors are neither attacking one insti-
tution at a time, nor are they quickly chang-
ing their methods. They often use the same 
techniques on multiple institutions in multi-
ple sectors. With the increasing number of 
data breaches comes a renewed push for the 
sharing of cyber risk information between 
the United States government and the pri-
vate sector to help individual organizations 
and industries as a whole better defend 
against attacks. Because of their position in 
the industry, regulators can be an important 
source of information on cyber threats, 
attacks, and trends. Information sharing and 
analysis organizations have made a resur-
gence and organizations can benefi t by seek-
ing their aid for insight on indicators of 
compromise during a data breach.

Regulatory investigations have the poten-
tial to represent a signifi cant challenge in 

terms of money, time, resources, and distrac-
tions. Because regulators will have to be 
satisfi ed that the data breach has been com-
pletely resolved, organizations should 
engage with regulators as early as possible 
during the remediation process.

■ Notify insurance providers
After a data breach, organizations can expect 
to see signifi cant costs arising from forensic 
investigations, outside counsel, crisis com-
munications professionals, data breach noti-
fi cation expenses, regulatory investigations 
and fi nes, lawsuits, and remedial measures. 
Such costs can quickly reach tens of millions 
of dollars in a few weeks.

Once an incident is determined to be a 
breach, it’s important to engage with the 
fi rm’s insurance providers to evaluate the 
insurance coverage and determine which 
existing policies may cover the event; as 
well as identify the necessary reporting 
requirements.

One of the challenges with cyber insur-
ance is the lack of standardization in terms 
of coverage. From a broad standpoint most 
policies cover the initial incident response 
and investigation. Few, however, cover 
remediation. Because the policies vary 
widely, general counsel and outside coun-
sel have to understand the details of the 
policies to tailor an incident response 
approach that maximizes the coverage. 
Here, the outside forensics response team 

Collaboration with law enforcement takes down hacking ring
Monday mornings can hit hard for many people, but for a major payments processor, one 
particular Monday morning packed a punch. In a brazen move, a global network of thieves 
had breached the processor’s network. As a result of the hack, the gang was able to generate 
debit cards and crack the ATM PIN codes. Once that was done, the gang withdrew millions 
of dollars over the weekend.

By acting on information provided by the FBI, the forensic team was able to uncover ad-
ditional details about the breach and advance the investigation to the point of identifying 
the culprits. Through cooperation from various law enforcement agencies worldwide, the 
investigation broke the sophisticated computer hacking ring and, for the fi rst time, resulted 
in a Russian court convicting hackers for cybercrimes committed in the United States via 
the Internet.
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can also be invaluable in helping organiza-
tions to articulate and justify cyber insur-
ance claims.

■ Conduct complete, focused digital forensics 
analysis

When a data breach occurs, organizations 
need answers fast: Who was involved? How 
did they do it? What data was compromised? 
What are the risks? Answers depend on the 
forensic analysis of digital evidence. Further, 
the proper preservation of digital evidence is 
crucial to demonstrate to regulators that rea-
sonable security controls are in place or to 
prove wrongdoing in criminal prosecution. 
However, organizations all too often are 
thrown into panic. Hasty decisions are made 
and evidence is lost. Here, directors should 
look to outside counsel for guidance. Their 
experience and focus on minimizing legal 
liability make their advice about what should 
be considered evidence, and thus preserved, 
invaluable.

In the course of its forensics efforts, 
organizations typically encounter two 
challenges:

 � Limited scope of forensics. Many times 
organizations fail to look beneath the 
surface in the hopes that a simple review 
will fi x the problem. Alternatively, they 
may limit the scope of the investigation 
to mitigate the high cost of forensics. Such 
actions may fail to uncover the true cause 
and extent of the breach. By exploring 
all potentially compromised systems, 
organizations can reduce the risk of 
overlooking exposed system components.

 � Improper handling of evidence. 
A company’s internal IT staff may 
compromise the evidence even before 
forensic experts can preserve it. 
Organizations must ensure that the 
internal IT staff is mindful of proper 
evidence-handling protocol.

■ Focus on aggressive remediation
When an organization experiences a data 
breach, it is often diffi cult to determine the 
nature of the attack cycle and pathways of 

attack as hackers disperse their tools 
throughout the network. This is especially 
true in advanced persistent threat attacks, in 
which malware can remain dormant and 
undetected for months. The remediation 
phase is therefore critical to remove malware 
from infected hosts and prevent future reoc-
currences of the same or similar breaches.

At one end of the remediation spectrum is 
sequential eradication. Here, incident 
responders work to eliminate malware as 
soon as it is discovered. This traditional 
approach has the benefi t of lower costs and 
reducing the risk of data loss. However, the 
drawback is that the organization forfeits the 
opportunity to learn about the hacker’s 
tactics and runs the risk of retaliation. Also, 
attackers may go quiet, making it more dif-
fi cult to fi nd their tools and requiring that 
forensic investigators shift their efforts to 
eradication.

At the other end of the spectrum is 
aggressive remediation, in which all reme-
diation actions are executed simultaneously 
across the entire network. If executed prop-
erly, aggressive remediation precludes the 
hacker from detecting and reacting to the 
remediation actions. This approach is called 
for when an organization experiences 
repeated breaches by the same advanced 
attackers or a breach has gone undetected 
for weeks or months. Aggressive remedia-
tion provides a better understanding of the 
attacker’s tools, tactics, targets, and motiva-
tions. Because this method fully removes all 
traces of the attacker’s tools, threats, and 
vulnerabilities, including the attacker’s 
ability to re-enter the network, it minimizes 
retaliatory risk.

This approach allows the attacker to 
remain active in the network during investi-
gation. Should they become aware of foren-
sic activities, they could move quickly to a 
destructive attack. Special forensic skills, 
extensive planning, and sophisticated exe-
cution therefore are required to avoid inter-
fering with or alerting the attacker as to the 
forensic efforts underway, as well as to 
minimize the potential for damage and 
data loss.
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■ The critical importance of network monitoring
If determined attackers want to get in, they 
will fi nd a way. The real question is whether 
the organization will detect the breach. 
Unfortunately, the answer is, “Probably 
not.” Advanced, targeted attacks focus on 
quiet reconnaissance and infi ltration of their 
victims’ network. Professional cyber crimi-
nals are so adept at cloaking their activities 
that they routinely go unnoticed for months, 
even years, without detection.

Although defense-in-depth has long been 
hailed as a best practice, organizations are 
now urged to improve their abilities to detect 
attacks that have succeeded. Robust network 
monitoring is a strategically important ele-
ment in IT security and is crucial to deter-
mining if anything was stolen. By employing 
robust network monitoring organizations 
can maintain control, limit the damage, and 
plan for an appropriate response.

■ Summary
Organizations have reached a pivot point, 
realizing that it is no longer a question of if 
the fi rm has been hacked, but an assump-
tion that it has. Faced with the new reality 
of operating the business while potentially 

executing incident response activities, organ-
izations are placing a priority on robust 
network monitoring to detect the extraordi-
narily complicated threats hidden in the 
network. Once identifi ed, these threats 
demand a host of remediation responses that 
include forensic preservation, containment, 
expulsion, and remediation. Responding to a 
major breach correctly requires a team of 
outside forensic and legal experts partnered 
with their internal incident response team. A 
well-defi ned incident response team includes 
key staff functions and line of business man-
agers as well as C-level executives and cor-
porate directors.

Experiencing a cyberattack is disruptive, 
and combating the malware behind large 
data breaches remains a constant challenge. 
Getting the right people involved and under-
standing the best way to effi ciently use them 
is essential to properly investigating and 
remediating the event while managing costs 
and extent of business impact. Board direc-
tors and C-level leadership must ensure that 
their organizations are ready with a well 
thought out breach incident response plan to 
help minimize the organization’s liability 
and exposure.

Aggressive remediation outwits hacker mastermind
“Please don’t lock the attacker out of the network.” Not the request that any CEO wants to 
hear, let alone the leadership of a major retailer that was under attack by a hacker master-
mind who was stealing 45,000 credit cards every three days. Yet here was the Secret Service 
explaining that it was the best live investigation in three years, and that if kept alive, they 
would be able to track and identify the hacker—with a good chance of getting a conviction.

Faced with the challenge of how to minimize the damage without alerting the attacker, 
the forensic team decided on the strategy of letting the attacker continue his efforts, but 
to change several digits of the credit card numbers the hacker was collecting. Other than 
actually trying to use the cards, the attacker would have no way of knowing he had stolen 
invalid card numbers. The ruse worked, allowing the team to keep the attacker alive in the 
network long enough to complete the forensic analysis and eradication. The attacker is now 
serving two 20-year jail terms.
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