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Stacking the security 
stack deck 
Can your organization survive using fewer security technologies that do more? In an era of big breaches and alert 
fatigue, it might well be just what customers need. Scott Mace reports.

For Equifax and Uber, 2017 was notable for banner 

headlines worldwide they never wanted. Data breaches 

are becoming a component of our daily news cycle, 

but part of what keeps massive breaches occurring might 

very well be the industry’s obsession with selling security 

technologies rather than resolving real security problems. 

The upshot is that companies prefer to use fewer products 

that more effectively identify and address security threats 

that today languish in unread alert reports. So suggests a 

survey of 371 security professionals conducted in November 

2017 by SC Media and C.A. Walker Research Solutions and 

underwritten by Fidelis Cybersecurity.

“Back in the day, you had an endpoint and you had a 

network firewall, and that was it,” says Tim Roddy, vice 

president of cybersecurity product strategy at Fidelis. “Now 

you’ve got those, and you’ve got IPS (intrusion protection 

system), data leakage prevention, a Web gateway, an email 

gateway, a sandbox, and a SIEM (security information and 

event management) [system]. The SIEM is trying to correlate 

all this data. That’s a lot of log files, terabytes of data to go 

through, and the bigger the company, the more they have.”

SIEMs’ raison d’être is to correlate all this data, but 
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How much are you outsourcing?
(On-premise)

All 

11.9%     

None

44.7%

Some 

43.4%     

How much are you outsourcing?
(Cloud)

All 

6.7%     

None

49.6%     

Some 

43.7%          
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customers are demanding that technology suppliers automate 

this process of generating alerts, delivering fewer alerts that 

tell a more explanatory story about where and how attempted 

intrusions and breaches are taking place.

As we start off 2018 it is clear that cybersecurity is ripe 

for transformation. The focus has shifted away from tactical 

technologies that provide more proverbial fingers in the dam 

and towards a strategic approach that focuses on delivering 

quantifiable improvement to the effectiveness and efficiency 

of security operations. 

Today, increasing numbers of companies are choosing 

to outsource their data security to a managed security 

services provider (MSSP), 

or a managed detection and 

response company. Of the 

midmarket ($100 million to 

$1 billion annual revenue) 

companies surveyed, 44 

percent outsource some 

security in this fashion 

(41 of the 93 companies 

represented in the survey 

fall into this category), while 

very large enterprises (VLEs) 

with revenues of $1 billion or 

more outsource 50 percent 

(49 of 97 companies) of some 

security, and 12 percent (12 

of 97 companies) outsource 

all of their security to service 

providers. 

“Complexity of the stack has been driven by the changes in 

the security needs over the last few years,” says Fidelis CEO 

and Chairman John McCormack. “To try and get the situation 

under control, people have bought a lot of best-of-breed 

specific tools to solve specific problems.”

The survey found that 42 percent mid-market enterprises 

(39 of 93 companies) had from one to five cybersecurity 

products, 33 percent (31 companies) had six to ten, and 17 

percent (16 companies) had 11 to 20 cybersecurity products. 

Even more VLEs had between six to ten (40 percent or 39 

companies) while slightly fewer had one to five (23 percent 

or 23 companies) and 11 to 20 (14 percent or 14 companies). 

At the extreme end of the spectrum, 21 percent of VLEs (21 

companies) have 21 or more cybersecurity products, while 7.5 

percent (7 companies) of mid-market companies do.

All that complexity itself is a problem when it lands on a 

MSSP’s to-do list, McCormack says.

“There’s 1700-plus different combinations of tools that 

could be in any particular environment,” he says. “What 

hasn’t happened in my opinion in the MSSP space is them 

being more diligent about [saying:] ‘I’m going to re-architect 

your stack. I’m going to reduce the amount of tools that you 

need. I’m going to put in ones that I can run economically and 

efficiently, and deliver a higher level of service to you.’”

McCormack thinks that day will come, but broadly, 

the industry is not there today, though it is moving in that 

direction. Such a development would benefit MSSPs and 

enterprises with in-house 

security alike, he believes.

Customers want a more 

efficient and effective 

security system, but today’s 

challenge is that many 

security organizations are not 

getting through their daily 

workloads, thus creating 

security investigation 

backlogs and leaving gaps in 

security due to meaningful 

alerts being lost amidst the 

noise of meaningless ones.

Compounding the 

problem, McCormack says, 

is that experienced security 

personnel, in much demand, 

leave their existing jobs too often and are replaced by less 

experienced personnel. Hence the need for more powerful 

software, at a time ripe for product consolidation and 

disruption of existing security technology adoption.

“The reality is the job gets even more difficult with the 

demise of the perimeter and mobility and cloud and all the 

things we know,” McCormack says. “We as vendors have got 

to realize that customers don’t have the time to integrate all 

this stuff together. They don’t have the level of skill to kind of 

make it work effectively together and so we’ve got to integrate 

that security experience to deliver a more effective system.”

“We are consolidating network and endpoint technologies 

together right now,” says Jerry Mancini, vice president of 

engineering at Fidelis. “Deception is a new, emerging market 

in security that we plan to integrate into our solution as well.”

Users say they have a next-generation firewall, an IPS, a 

How many cybersecurity products do you  
have behind your perimeter?

49.1%1-5                                            

6-10                                           

11-20                                           

21 
or more                                      

   31%

   10.8%      

   9.2%      
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malware detection tool and a full packet-capture tool. “They 

don’t think any of them are working together very well,” 

Mancini says. “There’s a lot of time and effort spent by their 

staff to try to keep these different tools running and keep 

their staff trained on all the different tools.”

A fundamental industry challenge, Mancini says, is that 

these different security tools were never meant to work 

together.

“If you look at how they 

generate log files, how 

they generate alerts, the 

information that they provide, 

they really haven’t been built 

with the understanding that 

they should work together,” 

he says.

Mancini says one approach 

is to create this integration from the bottom up. For example, 

he says, “If I have an endpoint technology and a network 

technology, what information helps the analyst to understand 

everything that’s been seen in these different environments, 

and how can we bring that together to provide better 

information, rather than more information?”

Keeping IT systems up to date is not yet a disruptive or 

high burden on the IT teams, but it is a moderate burden 

across the board, the survey found. On a scale of one to 

five, one being a low burden and five high, 46 percent of all 

respondents placed the burden at level three — the middle 

level. Some 48 percent of mid-market and VLE customers 

surveyed — 45 and 47 companies, respectively — rated 

that burden a three, while 30 percent of mid-market and 

27 percent of VLE customers — 28 and 26 companies, 

respectively — rated the burden a four.

The trend is toward an ever-increasing update imperative, 

McCormack says. A reasonable-sized enterprise might 

possess more than 30 security tools. Each of those has an 

update cycle. Security appliances have their own hardware 

refresh cycles. The number 

of updates and patches that 

have to be applied can be 

daunting.

By connecting these 

systems to a cloud service, 

customers can outsource 

this update burden to a 

service provider, McCormack 

says. As confirmed by a 

recent meeting he had with one of the biggest Fortune 

500 companies, McCormick contends that even the largest 

enterprises now accept the role of cloud computing in 

enabling this outsourced security management in a way 

unimaginable a few years ago.

These customers are more interested in applying their 

own additional manpower to enhancing the topline growth 

of their own companies, not growing their in-house security 

staff, McCormack says.

Integration still falls short

The state of integration between different vendors’ security 

technology still leaves something to be desired. Large 
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How much of a burden are maintenance and updates of the cybersecurity stack ?

(1)  
Low burden                                  (2)                                                                                        (3)                                             (4)

8.4%

(5)  
High burden                                 

13.5%

45.8%
24.5%

7.8%

“We are consolidating 
network and endpoint 
technologies together 

right now.”
Jerry Mancini,  

VP, engineering, Fidelis
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organizations are most concerned about the integration (or 

lack thereof) between their systems – 34 percent of them 

in the survey (33 companies), topping other options such 

as alert fatigue. “We are behind the movement to reduce 

the amount of components and reduce the complexity,” 

says Mancini. “Whether it’s in-house or outsourced, it’s the 

same complexity. Too many components that were never 

engineered to work together; trying to make them to work 

together is a difficult task.”

Enterprises operating on-premises security operations also 

have to balance the imperative to update systems with the 

disruption they can bring upon existing business processes, 

including customer-facing ones.

“Getting the biggest of enterprises to schedule an update 

takes months,” Roddy says. “They have blackout periods that 

you and I don’t think twice about, updating our PC software 

on December 15 at home. Many of them won’t touch their 

systems after September 15 even if they’re not in the retail 

world.” These considerations are driving ever more security 

operations to cloud service providers.

Prioritize the top 5 security operations challenges you face. 

  23.7%     Lack of integration between 
security systems

I worry about gaps in my cover-
age/visibility

Too many alerts                                                          

Investigations and responses 
take too long/are inconclusive                        

Validation that a threat we saw 
actually impacted on an endpoint 
takes too long

I struggle to communicate the 
business benefits of cybersecu-
rity to the rest of the business                                                                            

  23.5%     

  22.4%     

  8.1%      

  6.5%      

  7%      

We struggle to find Patient 0                    

My junior/Tier 1 analysts are  
not equipped to make enough  
informed decisions while my 
senior analysts are overwhelmed

I worry about crying wolf to 
senior management or the board 
of directors 

Hard to train/develop/retain 
staff

  2.7%      

  2.4%      

  2.4%      

  1.3%      

“Getting the biggest  
of enterprises to  

schedule an update  
takes months.”

Tim Roddy, 
VP, product management 

and marketing, Fidelis
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Beyond consolidation is the ever-advancing role of 

automating the security stack, a role served by the next 

generation of security suppliers. That automation starts with 

observing indicators of interest ranging from suspicious 

inbound and outbound network traffic to examining 

questionable content of Web sites visited by enterprise users, 

and correlating such events over time.

“Applying machine learning and AI-type algorithms to 

that analysis automates the forensic confirmation that this 

is a real thing, and then further automating the process and 

procedures that you’ve got to go through actually does the 

isolation and remediation,” McCormack says. “Many of us 

in the industry are absolutely building up the technology 

capabilities to do what I just described. It’s imperative that 

that system gets put in place at scale, because of the efficiency 

and effectiveness challenges that we talked about earlier.”

Part of the challenge of separating security signal to noise 

is understanding why a particular set of logs exists and how 

valuable it might or might not be. “Developers write logs for 

all kinds of reasons, not necessarily the ones you need to find 

some threat actor in your environment,” McCormack says. 

“So there’s a lot of activity around deploying purpose-built 

detectors, whether that’s in the network or on the endpoints, 

to find interesting things, which reduces alert fatigue.”

“When we see an alert, we can automate all the next steps 

that an analyst would do,” says Mancini.

Customers ultimately want to be told over the course of 

a day what 20 security-related things they need to examine. 

“We have done some important work around automating 

that, seeing anomalous activities in the network, forensically 

investigating the endpoint, run some particular algorithms 

across that data, and coming to what we have actually 
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If you could add one more security option you don’t have, which would it be? 

  27.5%     Making the existing security 
team members more effective

Response automation                             

KPIs that the business better 
understands

Alert consolidation by type                     

Play-book streamlining                          

Investigation acceleration                      

  19.4%

  17.3%     

  12.7%     

  5.9%      

  8.4%      

Other

Purpose-built network and 
endpoint integration

  4.3%      

  4.6%      

“What I have seen  
with automation is that 
there is a dearth of real 

metrics to measure 
[its] efficiency.”

Chenxi Wang, advisor,  
Clear Sky Security
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trademarked and called a conclusion in our system,” 

McCormick says.

“You only have so many level-one SOC (security 

operations center) analysts, and they just get inundated with 

hundreds or thousands of alerts every day,” Roddy says. 

“How can you make them more effective? Give them fewer 

alerts to go through.”

A formidable challenge 

of implementing more 

automation in security 

operations is one of 

measurement. “What I 

have seen with automation 

is that there is a dearth of 

real metrics to measure [its] 

efficiency,” says Chenxi 

Wang, an advisor to and 

investor in Clear Sky Security, a late-stage growth venture 

capital firm investing solely in security technology.

While security operations leaders can quantify how many 

alerts a given organization’s analysts have handled, they 

often have no way of measuring the overall efficiency of their 

tools, Wang says. “There is no standard set of metrics or even 

evaluation criteria in the market today that helps you to do 

that,” she says. Technology customers are just beginning to 

recognize this, and only once they do in large numbers will 

security vendors come together to converge on industry-

standard measurement practices.

Security staff still need 

to elevate the importance of 

what they do at the level of 

the C-suite. Less than half 

of survey respondents report 

that the C-suite understands 

the true value of security. 

“Security people struggle 

with telling the C-suite 

basically [that] here’s the 

investment that we made and 

here’s the results that we’re getting for that investment,” says 

McCormack.

One way to make headway there is to utilize key 

performance indicators (KPIs) that C-suites and boards can 

understand. “We know people are going to get in [to the 
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The journey to cybersecurity maturity

Security maturity is getting better but still has a long way to go with very large enterprises (VLEs), those with more 

than 5000 employees. The research indicates VLEs have higher security maturity levels than their midsize and SMB 

counterparts. Even so, almost 60 percent of VLE organizations (49 of 84) indicate that cybersecurity is still either 

misunderstood or simply considered a cost center by the executive leadership. 

Just 29.4 percent of respondents from all sizes of companies note that cybersecurity is part of their company’s digital 

DNA. Relative to others, VLEs report the greatest levels of cyber maturity though fewer than half — 43.3 percent or 42 

of the 97 companies reporting — indicate that security is part of their organization’s DNA. Some 29.8 percent (25 of 84 

respondents) of companies with 1001 to 5000 employees report that security is recognized as important but less so than 

other areas of the business. SMBs also indicate that security is important but not a top priority with 28.1 percent (52 of185 

companies) selecting this option. Understanding why these attitudes persist is interesting for further research. 

The third option in that category also earned more than one quarter of the votes. Some 25.3 of all reporting companies 

said that cybersecurity is important, but less so than operations.  The group that selected that option at the highest rate were 

the mid-size firms with 33.3 percent (28 of 84 companies) and just under 20 percent (20 of 102 respondents) of VLEs. This 

indicates that sales still trumps security for the vast majority of mid-size and large organizations.

VLEs are understandably the most mature but less than half report that the C-suite understands the value of security. 

Meanwhile the midsize organizations are split with about 32 percent reporting that the C-Suite understand security , 37 

percent reporting that the C-suite does not understand the value of security and the balance reporting that either the C-suite 

thinks of security as a cost center or that the security team does not have access to the C-Suite.

— By Billy Cripe, vice president of global marketing, Fidelis 

“When we see an alert, 
we can automate all 

the next steps that an 
analyst would do.”

Jerry Mancini,  
VP, engineering, Fidelis
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network],” says McCormack. “The question is, how quickly 

do we find them and shut them down, making sure that time 

is going up with each incident. It’s the kind of results-oriented 

KPI that a board level can understand.”

The real question KPIs should be answering is this: Are 

enterprises more secure than they were without technology 

products in place, Mancini 

says. The company uses 

machine learning to sort 

through the data and come 

up with a risk assessment. It 

separates the really important 

things that you should be 

looking at right now from the 

things that are just clutter, he 

notes.

Still, when trying to find 

the proper mix of security 

technology and staff to the 

overall business, C-suites 

and boards continue to 

have tough choices to make. 

Putting another salesperson 

on the street can appear to 

have a greater return on investment than boosting the security 

investment — at least until an Equifax-scale breach materially 

affects the valuation of the enterprise.

Survey respondents reported that the C-suite considers 

root cause analysis, the process of identifying “patient zero” 

after a breach has occurred, ranks last in importance behind 

the top priority — demonstrating quantifiable efficiency and 

effectiveness of enterprise security as well as other priorities, 

such as making security team members more effective.

Does this mean the appearance of security is more important 

than its actual effectiveness? McCormack does not think so.

“While patient zero is interesting for the security team 

to understand, it’s very 

technical,” he says. More 

important than the entire 

C-suite understanding a root-

cause analysis of a breach is 

simply have the organization’s 

CISO on top of that situation, 

McCormack adds.

However, the numbers 

indicate that senior 

management is indeed more 

concerned with appearance 

of security improvements 

rather than actually focusing 

on the root cause analysis. 

While finding the proverbial 

“patient 0” is a responsibility 

of the forensics team to 

identify where the breach occurred and from where it might 

have spread, the survey suggests that the C-suite is far more 

concerned with demonstrating effectiveness and efficiency 

rather than focusing on following the bread-crumb trail 

of where a breach spread and why patient 0 was the cause. 

Identifying that individual potentially could determine if the 
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How well can you capture and communicate 
success to the rest of the business?

   38.8%
We let the C-suite know  
and they understand the 
value of security

We let the C-suite know but 
they often do not recognize 
how important it is

We let the C-suite know but 
they still consider security 
a cost center         

We don’t have direct  
access to the C-suite to 
report our successes 

   28.6%

   22.1%

   10.5%      

What is your level of security maturity?

Cybersecurity  
is part of the  

company’s DNA                                         

Cybersecurity is 
important but not a 

top priority

Cybersecurity is 
important but less 
so than operations                             

Cybersecurity  
is discussed  

annually but not  
a high priority                          

29.4%

Security success 
is viewed as “no 
major breaches”

27.8% 25.3%

5.4%
8.9%

Security 
is done on an  
ad hoc basis             

3.2%
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source was as mundane as a user accidentally clicked on a 

bad link or was the result of a malicious insider attack.

Similarly, the security professionals also put the root cause 

analysis low on their priority list. Only three respondents 

from VLEs with $1 billion or more in revenue and none from 

midsize companies $100 million to $1 billion in revenue 

indicate that this is a priority, even though identifying where 

a breach occurred is a core responsibility for forensics teams. 

As if 2017’s breaches were not enough of a wakeup call, 

looming in 2018 is the impact of the European Union’s 

General Data Protection Regulation (GDPR), due to take 

effect on May 25, which aims to give control back to citizens 

and residents over their personal data, and to unify privacy 

regulations. “Any company doing business in Europe is 

subject to it,” Roddy says. 

In fact, GDPR goes well beyond the EU’s borders. 

Ultimately the rules govern the handling and processing 

of private information of an EU citizen anywhere in the 

world. Fines for violating GDPR can be enormous — up to 

4 percent of worldwide revenue or €20 million, whichever 
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Please rank the following items in terms of their priority to your KPIs.

  21.8%     Too many alerts

I worry about gaps in my cover-
age/visibility

Lack of integration between 
security systems

Hard to train/develop/retain 
staff                 

Validation that a threat we saw 
actually impacted on an endpoint 
takes too long

Investigations and responses 
take too long/are inconclusive                     

  19.7%     

  13.5%     

  11.9%     

  8.4%      

  9.4%      

My junior/Tier 1 analysts are not 
equipped to make enough in-
formed decisions while my senior 
analysts are overwhelmed

We struggle to find Patient 0                   

I worry about crying wolf to 
senior management or the board 
of directors 

I struggle to communicate the 
business benefits of cybersecu-
rity to the rest of the business

  5.9%      

  3.8%      

  3.2%      

  2.4%      

“Applying machine 
learning and AI-type 
algorithms to that 

analysis automates the 
forensic confirmation 

that this is a 
real thing.”

John McCormack, 
CEO and chairman, Fidelis
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is greater. A U.S.-based mom-and-pop web site that collects 

basic data about EU citizens, such as their name, address, IP 

address or other identifying data, is just as responsible for 

being compliant as a multinational firm with offices in the 

EU. While the rules apply to 

every company interfacing 

with an EU citizen, it is yet to 

be seen which companies will 

face EU sanctions.

With GDPR requirements, 

such as a 48-hour window 

to notify those affected of 

a data breach, the need for 

faster turnaround of security 

analyses is taking on a new 

dimension as the EU tees 

up hefty fines for those who 

cannot comply in time.

“I don’t know that anybody 

can actually comply to the 

letter of the law the way that’s 

written,” McCormack says. 

“There’s going to be good 

intent and certainly people are taking it seriously, but it’s a 

very impractical set of regulatory controls, and we’ll see how 

the EU decides to administer enforcement.”

Wang is optimistic that GDPR could accelerate efforts 

to standardize measurement 

of security operations tools 

effectiveness. “It’s indirect, 

and it will take a few years,” 

she says. “What I have 

discovered is, in general, only 

about 10 percent of alerts 

are able to be handled by a 

standard SOC. The other 90 

percent are not even looked 

at.”

Ultimately, the survey points 

out that there is a need for 

automation and the imperative 

for technology suppliers is to 

continue to advance the state 

of the art as the threats keep 

evolving and continuing to 

grab headlines. n
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What gaps do you have in your security operations? 

We have a lot of 
point products but 
our security opera-
tions are not fully 

integrated        

We have the 
requisite security 
products but they 
cannot always talk 

to each other

We have a variety of 
security products 
but we don’t do 

enough testing to 
know where the 

gaps in our security 
operations exist                                           

We have the 
requisite security 
products but the 
staff is not fully 

trained on all of the 
products

42.6%

We haven’t done 
a gap analysis to 
determine where 
our security gaps 

exist

41.0% 40.7%     36.4%
26.7%

We haven’t had any 
breaches so our 
security must be 

doing its job             

16.2%

Which of the following are very important to 
your C-Suite or board of directors? 

   33.2%     Demonstrate quantifiable 
effectiveness gains

Demonstrate quantifiable 
efficiency gains

Increase the effectiveness 
of each security team 
member

Have pre-integrated 
network and endpoint, 
telemetry and validation

   32.6%     

   25.3%     

   19.4%           
Identify patient Zero                              18.1%           

METHODOLOGY
This survey was based on 371 responses from a broad cross-section of company sizes and revenues and eight industry verticals, including federal and state and local govern-

ment, technology services, finance, education, manufacturing, medical and health care, legal/real estate and retail and wholesale distribution. The survey was conducted in 

November 2017 by C.A. Walker Research Solutions, Glendale, Calif. The results of this survey might not equal exactly 100 percent due to the following reasons: rounding errors 

during the analysis phase of research; respondents who skip a question; and respondents who provide more than one answer to a question. This research has a confidence 

level of +/- 5 percent.



Fidelis is the leader in automated detection and response. We have revolutionized data protection by delivering a fully auto-
mated and complete detection and response system designed to improve security operations by performing the tasks of a skilled 
analyst, threat hunter and incident responder. Engineered to deliver comprehensive visibility, alter validation and increased 
response across network and endpoints, the Fidelis platform creates 10-20x improvement in the effectiveness and efficiency of 
security operations.

Read more at fidelissecurity.com
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