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Executive Summary  
The Fidelis Threat Research Team (TRT) monitors and collects information on external threats 
which may pose a risk to Fidelis customers.  Collection and analysis efforts are driven by criticality 
and relevance. 

The purpose of the monthly Fidelis Threat Intelligence Summary is to provide readers timely 
information and situational awareness of ongoing relevant threats and an overall intelligence 
assessment of the potential risk from these threats.   The information and intelligence presented also 
contributes to the overall threat landscape as observed by Fidelis TRT collection and analysis efforts 
and telemetry data pertaining to threat actor and adversary activity, tools, tactics, techniques, and 
procedures (including malware, infrastructures, and vulnerabilities exploited), and observed or 
assessed impact to organizations and business verticals being targeted.   

The below trends and observations summarize the threat landscape in terms of vulnerabilities, threat 
actors, malware developments, and other significant activity and events. 

Key Findings and Recommendations: 

1. Fidelis TRT Intel previously assessed, and provided Advisory reports on, vulnerabilities in 
VMWare software and Jenkins to be of high-risk based off criticality and ubiquity.  
Independent research and reporting corroborated both assessments, which show a 
vulnerability in VMWare vCenter and a DDoS-prone vulnerability in Jenkins are actively 
being scanned for and targeted for DDoS and ransomware campaigns. 

2. New vulnerabilities identified by Fidelis TRT Intel for our Trending and Emerging/BOLO 
Vulnerabilities lists include vulnerabilities in Plex Media Servers, QNAP, VMWare, and F5 
BIG-IP/IQ.  Patching and updating the software or systems running these products is highly 
recommended as all have previously been exploited by adversaries in malware and 
espionage campaigns. 

3. Exploit Kits, notably Spelevo and RIG, continue to remain active and relevant threats to 
individual users as well as enterprises.  Additionally, an old version of the commercial-grade 
exploit pack was found to be advertised on a Tier 3 (low complexity, low trust community) 
clearweb hacking forum.  TRT Intel assesses this to be of moderate risk, despite potential 
mass availability of a commercial exploit kit, due to the older version of the kit and lack of 0-
days in the capabilities. 

4. An adversary group linked to China was associated with the Supernova webshell, a malware 
campaign in late-2020 which effected a vulnerability in SolarWinds Orion API but was 
independent of the Sunburst campaign. 

5. Emails and documents from Pfizer, BioNTech, and the European Medicines Agency (EMA) 
were leaked on a Russian-language darkweb forum, obtained from a campaign targeting the 
EMA.  Many documents were, although authentic, proven to have been altered before being 
leaked and posted on the forum. 

6. China releases its latest Five Year Plan for Economic and Strategic Advancements, with 
emphasis on self-reliance and innovation in aerospace, robotics, semiconductors, and other 
technology and research.  These are assessed to be a response to counter recent 
restrictions in exports and trading of key technology between Chinese companies and 
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Western companies.  Due to China’s historical pattern and behavior with regards to obtaining 
information on key research and technology, the new Five Year Plan may constitute an 
inherent cyber-based risk to US and other Asian organizations in key business verticals. 

Fidelis TRT Assessment and Probability Statements 
This section presents Fidelis TRT’s assessment of cyber adversary and threat activity going forward.  
Assessments are presented as Most Likely Course of Action (MLCOA) and Most Dangerous Course 
of Action (MDCOA) statements.  MLCOA focuses on the expected and probable tactics, techniques, 
or actions taken by adversary groups, while MDCOA considers tactics, techniques, or actions that 
could result in a worst-case scenario outcome regardless of likelihood. 

 

Most Likely Course of Action 
Based off recent reporting and observations of cyber-criminal tactics, targeting of business assets (to 
include websites and internal directories and systems) with ransomware or card-skimming malware 
will continue to proliferate as certain groups begin to specialize in niche or specific industries and 
share the information.  Additionally, targeting of software and platforms that may be used across 
multiple different organizations within similar business industries may also provide an opportunity for 
threat actors.  This can result in many organizations within a specific industry that use the same 
software and services being compromised in quick succession this way.  Tax return, stimulus check, 
cryptocurrency scams, and CoVID-19 related malware campaigns will continue in the form of 
phishing, typo-squatting and other scam webpages, and espionage of healthcare and other 
organizations involved in treatment and facilitation of medical services and products.   

Recent high-profile incidents like the Microsoft Exchange ‘ProxyLogon’ vulnerabilities campaign not 
only demonstrated the fallout from leaked sensitive data from trusted groups, but also showed that 
adversaries also still used previously used and old tactics and tools regardless of the 0-day 
leveraged for initial access, including old webshells like AntSword and China Chopper, including 
using default settings for these webshells during the implanting.  Both were also used in post-
exploitation of a previous high-profile Exchange vulnerability from early 2020, CVE-2020-0688.  This 
shows that multiple points of failure are often the result of a full-fledged exploit, and corroborates 
TRT Intel’s previous assessments that adversaries will continue to use old tactics and techniques 
that are proven to be effective in future campaigns.  Using historical information and events to plan 
for and defend from future events and incidents is a foundational and defense-in-depth approach to 
intelligence collection and operations. 

Most Dangerous Course of Action 
As surreptitious supply-chain compromises resulting in high-profile incidents remain in the limelight, 
TRT assesses that vigilance must remain on other high-impact tactics.  The use of ransomware or 
re-emergence of wiper malware by highly resourced government-backed adversaries as part of their 
campaigns would be a highly significant event, considering highly skilled actors can leverage tactics 
like zero-days and higher complexity exploits to not only quietly move laterally across the network 
and siphon off data, but also destroy and disrupt systems on their way out.  This could potentially 
result in a shift in tactics from long-term detection-evasion espionage to outright destruction and 
disruption, although this would be limited to smaller targets as large or high-profile targets against 
another well-equipped state could result in counteraction.  Proper patching, secure and strong 
authentication, and segmentation will alleviate some risk posed by this type of threat, albeit currently 
assessed to be low. 
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TRT continues to assess that an increase in targeting of organizations in business verticals less 
focused on by the security industry, yet equally critical like Transportation and Retail, by 
government-backed and cybercriminal adversaries can result in broad social and economic impacts.   
One high-risk/MDCOA fallout from the Exchange ‘ProxyLogon’ was the deployment of ransomware 
across many organizations.  Due to the prolific levels of intrusions and access that were likely 
availible to both state-backed and criminal organizations, and the publication of POC code to open-
source repositories, deployment and execution of ransomware was not only considered a MDCOA, 
but also a Likely course of action. 

Key Vulnerabilities 
This section discusses the emergence of critical new vulnerabilities that may impact a significant 
portion of Fidelis customers, as well as the status of countermeasures against the vulnerabilities.  
The Vulnerabilities section also extends to exploitation attempts against older vulnerabilities that 
continue to be leveraged in recent campaigns and attacks.   

 

Top Priority Vulnerabilities 
The following are the top vulnerabilities that are observed and 
assessed as posing current risks to enterprises and end users.   
The top Trending Vulnerabilities are based on current 
observations and of commonly targeted and exploited vulnerabilities 
from both external research and Fidelis customer telemetry.   

The Emerging Vulnerabilities are vulnerabilities that are assessed 
by Fidelis TRT, based off criticality and potential impact, to pose a 
high risk to enterprises and end users, but are less active than 
Trending Vulnerabilities.  These vulnerabilities have the potential to 
gain more popularity in the future or result in a high-impact incident, 
even if active scanning or exploitation has not yet been observed.  
The Emerging Vulnerabilities also serves as a “be-on-the-lookout” 
(BOLO) list for patching and countermeasures purposes. 

The vulnerabilities in the below charts are not listed or ranked by 
criticality, but we have included the NIST National Vulnerability 
Database (NVD) Severity level for reference.  It is important to note that criticality may be subjective 
and unique to each environment based off the visibility and sensitivity of the environment where 
these vulnerabilities may be present.   

The following High and Critical severity vulnerabilities identified and assessed by TRT Intelligence in 
February/March as priority vulnerabilities that should be patched or remediated, based on ubiquity 
and potential impact, and added to the below charts:  
 
 

- CVE-2021-27268 - Foxit PhantomPDF UAF RCE 
A use-after-free (UAF) vulnerability allows remote attackers to execute arbitrary code on affected 
installations of Foxit PhantomPDF.  User interaction is required to exploit this vulnerability in that 
the target must visit a malicious page or open a malicious file.  Versions of Foxit PDF Phantom 
impacted by this vulnerability include 10.1.0.37527. 

Fidelis TRT Comments and 
Recommended Action: 
TRT’s maintains its long-standing assessment that 
older vulnerabilities from 2 years and older in 
popular software will continue to be exploited.  
Recent events and external reporting corroborate 
previous TRT Intel assessments of high-risk 
vulnerabilities in specific products including QNAP, 
Jenkins, UPnP, and VMWare software.   
targeting.  TRT will continue to focus on prioritizing 
relevant high-risk vulnerabilities based off qualitative 
analysis and threat assessments. 
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- CVE-2020-2501/2502 – QNAP Buffer Overflow and Cross-Site Scripting 
A pair of critical vulnerabilities in QNAP NAS device plugins and software can allow an attacker 
to execute or inject arbitrary malicious code.  CVE-2021-2501 is a stack-based buffer overflow 
vulnerability in QNAP NAS devices running Surveillance Station versions 5.1.5.4.3 and later (for 
64bit OS instance) and 5.1.5.3.3 and later (for 32bit OS instances).  CVE-2021-2502 is a XSS 
vulnerability in the Photo Station Plugin versions 6.0.11 and later. 
 
Fidelis TRT Analyst Comments and Recommendation: QNAP devices and plugins have 
previously been targeted in malicious campaigns to deliver unwanted cryptocurrency mining 
software, ransomware, and botnet malware.  It is highly recommended that users of QNAP NAS 
devices running the above-mentioned software apply the available patches provided by the 
vendor. 
 
- CVE-2021-21972/21973/21974 - VMWare RCE and Heap Overflow Vulnerabilities 
Multiple vulnerabilities in VMWare vCenter Server, vSphere Client, and ESXi SLP could result in 
remote code execution (RCE) and sensitive information disclosure.  POCs and a detailed 
research paper were released in late February 2021 which may exasperate the risk. 
 
Fidelis TRT Analyst Comments and Recommendation: Vulnerabilities in various VMWare 
services including ESXi (over SLP), vIDM, and vAccess have been known to be leveraged by 
state-sponsored/employed groups as well as by ransomware affiliated campaigns.  In addition to 
segregating and/or securing management consoles from VM instances and disabling unused 
ports and protocols where possible, it is advised to also implement the updates or workarounds 
provided by the vendor in the recent security advisory released on 23 February.  Fidelis TRT 
Intel released an Advisory to these vulnerabilities in late-February 2021. 
 

 

Trending Vulnerabilities, as of February/March 2021 

Vulnerability Product Associated Threats 
Active 

Exploitation  
or Scanning 

NIST NVD 
Severity 

MS17-010 Series 
CVE-2020-0796 Microsoft Windows SMB 

APT3, APT27, 
WannaCry, NotPetya, 

BuleHero, 
AveMariaRAT 

Yes 

High 

CVE-2017-11882 Microsoft Office 

SideWinder, APT27, 
Kimsuky, DarkHotel, 

Cobalt Group, 
FareIT/Pony, Agent 
Tesla, AsyncRAT 

Yes 

High 

CVE-2019-11510 Pulse Connect Secure 
VPN 

Sodinokibi/REvil, 
APT33, APT34 Yes 

Critical 

CVE-2019-19781 Citrix ADC Gateway VPN 

Maze Ransomware, 
Sodinokibi/REvil, 

Ragnarok 
Ransomware, APT33, 

APT34, APT39 

Yes 

Critical 

CVE-2017-5638 Apache Struts BuleHero, Cerber 
Ransomware, PerlBot Yes 

Critical 

CVE-2018-7600 Drupal “Drupalgeddon 2” CoinHive, Satan/Lucifer 
DDoS, XMRig Yes 

Critical 
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CVE-2020-5902/5903 
CVE-2021-22986* F5 BIG-IP Mirai, APT33, APT34 Yes 

Critical 

CVE-2019-
7192/7194/7195 QNAP NAS Devices QSnatch, eCh0raix Yes 

Critical 

CVE-2020-1472 Windows NetLogon Ryuk Yes 
Critical 

CVE-2019-0604 Microsoft Sharepoint 
FIN7, APT27, APT34, 

ChinaChopper, 
ZeroCleare 

Yes 
High 

CVE-2020-0618 MS SQL Reporting Server  Yes 
Critical 

CVE-2020-0688 
CVE-2021-26855* MS Exchange Server 

Dark Halo, Hafnium, 
Winnti, APT27, 

DearCry, 
BlackKingdom, China 
Chopper, AntSword, 

Lemon Duck 

Yes 

Critical 

 
CVE-2020-17496 

 
vBulletin 

 
ShellBot 

 
Yes 

Critical 

CVE-2019-2725/2729 
CVE-2020-14882/14750 

 
Oracle WebLogic 

Sodinokibi/REvil, 
BuleHero, Muhstik 

Bot 

Yes Critical 

 
CVE-2020-4006 

 
VMWare 

 Yes High 

CVE-2020-0674 Microsoft Internet Explorer Purple Fox EK, 
DarkHotel, Gh0stRAT Yes 

High 

CVE-2020-7961 Liferay Portal 
POC posted in GitHub 

by IRGC affiliate, 
FreakOut Botnet 

Yes 
High 

*newly added March 2021 

Emerging & BOLO Vulnerabilities, as of January 2021 

Vulnerability Product Associated Threats 
Active 

Exploitation  
or Scanning 

Severity 

CVE-2020-8772 InfiniteWP WordPress 
PlugIn  Yes 

Critical 

CVE-2020-35489 Contact Form 7 WordPress 
Plugin  No 

Critical 

CVE-2020-16875/ 
17141/17143 Microsoft Exchange  No 

High 

CVE-2019-17026 Mozilla Firefox/Firefox ESR DarkHotel, Gh0stRAT Yes 
Critical 

CVE-2020-
11651/11652 SaltStack Framework  Yes 

Critical 

CVE-2020-12695 UPnP “CallStranger”  Yes 
High 
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CVE-2020-2021 PaloAlto SAML-enabled 
Products  Yes 

Critical 

CVE-2020-2100/2299-
2303/2320 Jenkins Servers & Plugins  Yes 

Medium 

CVE-2020-3757 
CVE-2020-9746 Adobe Flash  Yes 

High 

CVE-2019-0230 
CVE-2020-17530 Apache Struts  Yes 

Critical 

CVE-2020-1147 Microsoft Sharepoint  No 
High 

CVE-2020-
17087/17049 Microsoft Windows  Yes 

Critical 

CVE-2020-15999 Google Chrome  Yes 
Critical 

CVE-2020-
24407/24400 Magento Platform  No 

Critical 

CVE-2020-36193 PEAR Archive_Tar Library  No 
High 

CVE-2021-2109 Oracle WebLogic  No 
High 

CVE-2021-25681-
25687 DNSmasq  No 

Critical 

CVE-2021-27268* Foxit PDF  No 
High 

CVE-2020-2501*/2502* QNAP NAS Devices  No 
Critical 

CVE-2021-
21972*/21974*/21975* 

 
VMWare  Yes 

Critical 

*newly added March 2021 

 

Scanning and Exploitation Attempts Observed for Recent VMWare vCenter Vulnerability 
As of late-February 2021, Japan CERT observed scans, via Japan-based sensors, that appeared to 
be searching for systems affected by CVE-2021-21972, a Critical-level remote code execution 
(RCE) vulnerability in VMWare’s vCenter Server plugin.  Scan attempts were off publicly available 
proof-of-concept (POC) code.  TRT Intel published an Advisory for Fidelis customers in early 
February 2021 warning about the risk of possible of this vulnerability due to its ubiquity across 
enterprise environments and criticality of the vulnerability. 

Jenkins Vulnerabilities Identified Among Top Open-Source Projects Targeted for 
Ransomware Delivery 
An annual ransomware report produced by external researchers in March 2021 suggests that in 
2020, Jenkins instances were among the most targeted open-source software/projects for 
ransomware campaigns. Further cursory research shows that in May 2020, there was an elevated 
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risk of exploitation and targeting of a particular Jenkins vulnerability which was also earlier and 
independently identified by Fidelis TRT as a priority high-risk, CVE-2020-2100.  Since mid-2020, 
Fidelis TRT has identified other Jenkins vulnerabilities as potential Emerging/BOLO priority 
vulnerabilities for organizations to address, due to the risk and potential impact of successful 
exploitation.  TRT Intel continues to focus on providing qualitative and risk-based analysis to address 
risks based off previously reported indications and warnings, and potential future threats. 

 

Plex Media Servers Exposed on UDP Ports Vulnerable to DDoS Amplification Attacks 
In January 2021, researchers reported on a UDP reflection/amplification distributed denial of service 
(DDoS) attack vector leveraging Plex Media Server instances running versions of the Plex software 
prior to 1.21.  By February, attacks leveraging this technique were observed over the public internet. 
Plex Media Server is a personal media library and streaming system which runs on multiple 
operating systems, and can also be customized for network-attached storage (NAS) devices, 
external RAID storage units, digital media players, etc.  In addition to other network discovery 
protocols upon startup, Plex also appears to make use of SSDP probes to locate Universal Plug and 
Play (UPnP) gateways on broadband Internet access routers which have SSDP enabled. 
Plex instances deployed on a public-facing network DMZ can potentially expose a Plex UPnP-
enabled service registration responder to the general Internet, where it can be abused to generate 
reflection/amplification DDoS attacks. 
As of 7 February, more than 5,500 PMSSDP reflection/amplification DDoS attacks have been 
observed on the public Internet, leveraging approximately 15,000 distinct abusable PMSSDP 
reflectors/amplifiers. 
 
Fidelis TRT Comments and Recommended Action: This may not be a vulnerability pertaining to a 
particular software or device, and therefore has not warranted a CVE identifier.  Fidelis TRT Intel has 
previously warned of, and prioritized, threats that can be leveraged using UPnP.  The risk of 
exposed UPnP services have been a priority for several years, with the general recommendation 
since 2012 of disabling UPnP.  TRT Intel continues to identify potentially high-risk software, services, 
and protocols, like UPnP, to guide its collection, analysis, and advisory efforts.  
 

Malware, Tools, and Attack Trends 
This section discusses new observations or updates to trending tools, attack patterns, and malware 
campaigns/families that may potentially pose a threat to Fidelis customers.  TRT strives to track and 
update key malware trends and tools for potential countermeasures and detection efforts.  

 

Exploit Kit Activity for February-March 2021 
Reported and observed exploit kit (EK) events continued between February and March, with the 
usual suspects like RIG and Spelevo delivering additional stealer malware.  Fidelis TRT continues to 
assess that EKs remain relevant risks to enterprises for the long-term.   

On 3 February, Spelevo EK was observed delivering SockBot botnet malaware. 

On 4 February, RIG EK was observed delivering the BuerLoader downloader malware. 
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On 8 February, RIG EK was observed delivering FickerStealer. 

On 16 February, RIG EK was observed delivering the Dridex banking trojan malware via 
malvertising (malicious fake advertising) redirects. 

On 24 February, Spelevo EK was observed delivering SmokeLoader downloader malware. 

On 7 March, Spelevo EK was observed delivering ZLoader. 

On 7 and 15 March, RIG EK was observed delivering SmokeLoader, with a second-stage Ursnif 
payload dropped by SmokeLoader on 15 March.  This was carried out via the previously seen and 
commonly used PopCash network. 

On 16 March, Spelevo EK was again observed delivering ZLoader. 

On 18 March, RIG EK was observed delivering the Dridex banking trojan malware. 

On 19 March, RIG EK was observed delivering SmokeLoader with Ursnif again as the second stage 
payload. 

On 30 March, Spelevo EK continues to deliver the ZLoader malware. 

Fidelis TRT Comments and Recommended Action:  Fidelis TRT Intel continues to assess that 
exploit kits remain a relevant and moderate-level risk to individuals and organizations, despite 
coming off their peak activity since 2016.  Common kits seen on a daily basis include, but are not 
limited to, RIG, Spelevo, PurpleFox, and Fallout which have all been active for several years.  
Although these kits do not currently demonstrate any novel exploit capabilities or unique payloads 
that haven’t already been seen (other than PurpleFox which does deliver its own namesake 
downloader malware), exploit kits will continue to remain a focus for TRT Intel’s risk-based collection 
and analysis efforts. 
 

Canvas Exploit Pack by Immunity, Inc Leaked on Hacking Forum, Later Available on 
Popular File-Upload Site 
In March 2020, a flurry of information began circulating on social media about the leak of an 
enterprise-grade tool, Canvas by Immunity Inc.  The intent of Immunity Inc.’s Canvas Exploit Pack 
(EP) is to serve as a vulnerability and penetration testing tool; however, the advertisement of a 
cracked copy of Canvas EP on a Tier 3 hacking community, RaidForums, raised concerns of the 
proliferation and availability of a highly capable tool in the hands of a large number of low-tier 
hacktivists and cyber-criminals.   

Fidelis TRT Comments and Recommended Action: Upon further investigation, Fidelis TRT Intel 
found the advertisement in question on RaidForums (see image below), which suggests a cracked 
copy of version 7.26 was available for download from a popular upload site.  Based off additional 
cursory research, TRT Intel confirmed that Canvas EP version 7.26 was released back in September 
2020, with multiple subsequent updates released since then (see image below).  Additionally, a 
resource for Canvas’ tools capabilities was identified which showed no 0-days were part of this 
release but include several vulnerabilities which TRT has already prioritized and identified as 
Trending or Emerging/BOLO risks for customers.  TRT Intel is also aware that oftentimes, cracked 
copies of software on hacking forums are often backdoor’ed with malware like njRAT, so 



 

© Fidelis Cybersecurity   11 www.fidelissecurity.com 

unsuspecting users who attempt to download and install the package inadvertently infect themselves 
with commodity malware. 

 
Screenshot of Ad for Leaked Copy of Immunity Inc’s Canvas Exploit Pack on RaidForums 
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Screenshot Canvas EP Capabilities and Release Notes 

Threat Actor Trends 
This section discusses developing Threat Actors or Groups that TRT will maintain manual focus and 
collection against.  This section will primarily concentrate on actors or groups that are not often 
reported in highly publicized releases but have demonstrated the capability and intent to mature into 
priority threats that may impact Fidelis customers.  

China-linked Group Associated with Supernova Campaign 
In March 2021, researchers associated a China-backed adversary group, dubbed Spiral, to the 
campaign leveraging SolarWinds Orion API vulnerability, CVE-2020-10148, to upload the Supernova 
webshell.  The Supernova webshell allowed persistence on victim network with the elevated 
privileges and visibility of the Orion user account(s).  It is important to note that the Supernova 
campaign which began on about/December 2020 targeting the SolarWinds Orion API vulnerability is 
independent of the Sunburst campaign which began in in approximately March 2020 and was 
attributed to a Russian adversary.  The association to Spiral was also based off previous activity and 
infrastructure identified from event data obtained from an internet-facing honey, in which Spiral 
previously exploited an unspecified Zoho ManageEngine vulnerability from 2018 or earlier.   

Fidelis TRT Comments and Recommended Actions: Fidelis TRT Intel reached out to obtain 
additional information regarding the ManageEngine vulnerability however a viable candidate based 
off evidence could not be narrowed down.  TRT Intel is aware of vulnerabilities in ManageEngine 
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known to be exploited by adversaries, which include CVE-2020-10189 and CVE-2019-8394; 
however these vulnerabilities are too recent compared to the timeframe of Spiral activity observed 
and reported by Secureworks. 

 

 

 

Business Vertical Updates 
 

EMA Possibly Targeted and Hacked; Documents Leaked on Russian-Language Forum 
On 6 March 2021, it was reported that the European Medicines Agency (EMA) systems was targeted 
and hacked by a Russian intelligence agency.  Initial access was carried out via spearphishing 
emails sent to members of the EMA, with following compromise and abuse of 2FA tokens which 
were sent out to employees to register devices to access internal systems and resources.  As a 
result of this breach, documents related to Pfizer/BioNTech vaccine research and emails between 
the EMA and EU Commission were obtained, which were subsequently leaked onto Russian 
hacking forums.  The leaked/posted documents were deemed authentic but there were instances of 
possible splicing and combining multiple documents and renaming/new titles added by the 
suspected leakers.  

Fidelis TRT Comments and Recommended Actions: Although the true intent is unknown (and it is 
possible there may be multiple objectives behind the breach and subsequent leak), it is possible the 
documents were doctored to create confusion or and spread misinformation around the vaccine 
research, or to identify any strategic information related to the EU’s vaccination plan, as both Russia 
and China have both developed their own vaccines to push to needed markets. 

The graphic to the left is 
the Adversary Risk Matrix 
calculated for the Spiral 
group. The Adversary Risk 
Matrix is a qualitative 
intelligence-based risk 
scoring system developed 
by TRT Intelligence that 
serves to represent the 
overall risk presented by 
an adversary based off 
specific observed 
attributes.  The score is out 
of a maximum 100, 
representing the highest 
risk.  Adversary Risk 
Matrices have previously 
been presented in past 
Intelligence Summary 
reports. 
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China’s Communist Party Releases Latest Five-Year Plan for Economic, Domestic, and 
Strategic Advancements 
The latest (14th) Five-Year Plan was proposed and released by the Chinese Communist Party in late 
2020.  The plan not only focused on economic production and export, but rather showed focus on 
domestic education, self-reliance, and research and advancement in key manufacturing and 
technology specialties.  Notable named areas of interest and business verticals include artificial 
intelligence (AI), biotechnology, aerospace, robotics, quantum computing, and semiconductors.  As 
the US and Europe has banned or restricted the export of key technologies to a large number of 
Chinese companies, China views these as US efforts to impede its growth and influence, despite the 
US and other countries constantly raising security concerns based off evidence over the suspicious 
activities of several Chinese technology companies and their ties to the government and military.  
China's ambitions also seek to be more self-reliant in the face of economic and trade restrictions and 
to invest in domestic production cycle efforts. 

Fidelis TRT Analyst Comments and Recommended Actions: China is known to leverage 
unconventional and illicit methods to acquire information and data for various technologies and 
developments from foreign governments and private sector entities in order to keep pace or mirror 
its own technology and products based off stolen proprietary information.  Climate change issues 
and carbon-neutrality are also key points addressed in the Five-Year Plan, which will could 
potentially elevate the standing and involvement of China's National Center for Climate Change 
Strategy and International Cooperation (NCSC) with regards to international discussions (or 
influence) at global climate change panels, like with the UN, and therefore could be leveraged to 
further China’s agendas via international organizations.  China’s influence with international 
organizations and private companies to further its agenda and reduce negative publicity have been 
under suspicion in other areas as of late, including healthcare.  Due to China’s interest in carbon-
neutrality and proclaimed climate change interests, strategic organizations that work towards 
research and development of low-emission and efficient technology, like the Climate Technology 
Centre and Network (CTCN), could be at higher risk of targeting efforts by China.  Several previous 
cyber espionage and data theft campaigns linked to China also correlate and align with the latest 
Five-Year Plan in that organizations in healthcare, aerospace, military, big data, and finance have 
been targeted for their proprietary designs, data, and information. 
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Fidelis Cybersecurity is a leading provider of threat detection, hunting and response solutions. Fidelis 
combats the full spectrum of cyber-crime, data theft and espionage by providing full visibility across 
hybrid cloud / on-prem environments, automating threat and data theft detection, empowering threat 
hunting and optimizing incident response with context, speed and accuracy. 

By integrating bi-directional network traffic analysis across your cloud and internal networks with 
email, web, endpoint detection and response, and automated deception technology, the Fidelis 
Elevate™ platform captures rich metadata and content that enables real-time and retrospective 
analysis, giving security teams the platform to effectively hunt for threats in their environment. Fidelis 
solutions are delivered as standalone products, an integrated platform, or as a 24×7 Managed 
Detection and Response service that augments existing security operations and incident response 
capabilities. Fidelis is trusted by Global 1000s and Governments as their last line of defense. Get in 
the hunt. www.fidelissecurity.com 


